HASSAS VERILERINIiZ ICIN UST DUZEY KORUMA
HIGH LEVEL PROTECTION TO SECURE YOUR DATA
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AG TiPi DONANIM GUVENLIK MODULU

BILGEM DIRAK Network HSM; sifreleme, imzalama, imza dogrulama, ézet alma gibi kriptografik islemleri, bir ag Uzerinden yUksek
performansla ve guvenli olarak gergeklestirmek Uzere gelistirilmis bir cihazdir. Cihaz ile istemci arasindaki haberlesme, karsilikl
dogrulama ile kurulan gtvenli kanallar Gzerinden yarittlmektedir. islemlerde kullanilan anahtarlarin fiziksel saldirt korumali kriptografik
sinir igerisinde saklanmasi neticesinde, bu hassas varliklar icin ylksek guvenlik saglanir. ilklendirme, yedekleme, yazilim gtncelleme,
kullanici  dogrulamasi gibi  kritik guvenlik islemleri milli akilll  kart AKIS tabanl vyetki ve kimlik dogrulamasindan sonra
gercgeklestirilmektedir. Cihaz bunyesinde barindirdigi milli rastgele sayi Ureteci ile de anahtar Uretimine milli bir ¢ézUm sunmaktadir.

TEKNiK OZELLIKLER

Uygulama o PKCSH1v220 o CC EAL4+ sertifikasi B
Programlama o MA3ZAPI Gavenlik e 1SO 19790 Level-3 (FIPS 140-2 muadili)
Arayuzleri (APIs) o Tamper korumali sert metal kapak
o Cevresel kosullara gore tamper korumasi

e Uzaktan cihaz yonetimi

o Uzaktan yonetim igin GUI ve komut satiri ydnetim programi ¢ Kodimzalama destegi

o Cihaz Uzerinden yonetim igin 3.9 inch dokunmatik ekran e OpenSSL uyumlulugu

o Kiitikislemlerde M-of-N yonetici dogrulamast e OpenVPN uyumlulugu

o Islem kayitlarini tutma e 5GGuvenlik

e 256 adede kadar PKCS#T1 slotu U | o Blokzincir Uygulamalari

o PKCSH#llslotlarina kullanici atama sinirlandirmasi ygu ﬁlm? e E-imza
Yénetim o PKCS#llslotlarina akilli karth dogrulama ile erisim Destekleri e E-Fatura

o Guvenliyedek alma ve yedekten yukleme e E-MUhur

e Parcalianahtar ytukleme e SSL/TLS

« Guvenliyaziim guncelleme o PKIluygulamalari (Sertifika imzalama-dogrulama, Anahtar

e SNMP Uzerinden cihaz izlenebilirligi saglama olusturma-saklama)

* Yaygin kullanilan cihaz izleme araglari ile kolay entegrasyon

e TLSUzerinden guvenli baglant o RSA2048-bit imzalama 3400 op/saniye

o Aktif-Aktif ve Aktif-Pasif olarak yedekli ve dlceklenebilir Performans o RSA 4096-bit imzalama 675 op/saniye

calisma o ECDSA 256-bit prime imzalama 5500 op/saniye
o AES 256 bit islem 9600 op/saniye

e RSA ECDSA, DSA, edDSA ECDH . N

« AES, TripleDES, DES Yedeklilik : g’:gg:"gtﬁ‘g’r i%?”gr't‘jy nagi

o SHA-1, SHA-224, SHA-256, SHA-384, SHA-512, RIPEMDI160 B

e SHA-THMAC, SHA-224 HMAC, SHA-256 HMAC, SHA-384 o Boyut 1U —482mm x 416mm x 44mm

. Z’;‘SAgMSA':(':A'HZ ARG . « 1Gbit/s Ethernet
Kriptografik « RSA ECDSA, DSA, ECDH asimetrik anahtar tiretimi, AES, Genellozellikieg : } ﬁg: lelﬁ%;ﬁ' (Gir‘f?ce"eme REVSdekElmalicin)
Ozellikler DES, TripleDES simetrik anahtar tretimi o Acil Silme butong s

o Secp tanimli egriler, 6zel prime egriler ve gizli egriler ile islem

yapabilme .

« Milenage (5G) gaséreTI‘(Ienen Linux

« BIP32ve SLIP-0 (Blokzincir) Sistemleri * Windows

o XMSS (Kuantum-guvenli algoritma)

« Millirastgele sayi Ureteci Mugteri Destek o hsmdestek@tubitakgov.tr

DIRAK NETWORK HSM

NETWORK HARDWARE SECURITY MODULE

BILGEM DIRAK Network HSM is primarily developed to perform critical cryptographic operations such as signing, verification, encryption
etc. over a network in a secure and fast way. The commmunication between the device and the client takes place on a secure channel
which is established after mutual authentication. Network HSM protects the keys that are involved in the cryptographic operations from
physical and cyber attacks and provides high security for the critical assets. The national smartcard operating system AKIS is used for
operator and role authentication during critical processessuch as initialization, backup, firmware update, user authentication etc.
Themodule also provides a national solution to key generation problem,with a national random number generator

TECHNICAL SPECIFICATIONS

Application o CCEAL4+ certificate
Programming * PKCSHN220 Securi e ISO19790 Level-3 (equivalent of FIPS140-2)
Interfaces (APls) MA3 API curity o Tamper resistant hard metal cover
e Tamper protection according to environmental conditions
e Remote device management e Code signing
e GUland command prompt management applications o OpenSSL compatibility
e 3.9-inch LCD touch panel for local management o OpenVPN compatibility
e M-of-N administrator authentication in critical functions e 5G Security
e Audit logging o Blokchain applications
e Upto 256 PKCS#11 slots iup?or‘;_ed o E-Signature
e User assignment restriction to PKCS#11 slots pplications o E-Invoice
Management e Smartcard authentication to access PKCS#11 slots e E-Seal
e Backup and restore functionality e SSL/TLS
e Firmware update * PKIApplications (Certificate sign-verify, Key generation-
e Providing device monitoring via SNMP storage)
e Easy integration with commmon device monitoring tools
e Secure connection over TLS o RSA 2048-bit sign 3400 ops/sec
e Redundant and scalable operation as Active-Active and Performance o RSA 4096-bit sign 675 ops/sec
Active-Passive e ECDSA 256-bit prime sign 5500 ops/sec
o AES 256-bit operation 9600 op/sec
e RSA ECDSADSA, edDSA, ECDH Active Backu e Dual hot-swap power supplies
« AES, TripleDES, DES P« 2Ethemetports
e SHA-1, SHA-224, SHA-256, SHA-384, SHA-512, RIPEMDI160 .
o SHA-THMAC, SHA-224HMAC, SHA-256 HMAC, SHA-384 . ?gg]dU E ?SZmT X 416Mm x 44mm
HMAC, SHA-512 HMAC : . it/s erne
o« AESCMAC Il:] rtzzl‘gile * 1USB Port (for Update and Backup Process)
Cryptographic e RSA ECDSA, DSA, ECDH asymmetric key generation, AES,  1SmartCard Port
Specifications DES, TripleDES symmetric key generation o Emergency Erase Button
o Operation capability with secp prime, custom curves and
secret curves Supported . Linux
« Milenage (5G) Operating o Windows
« BIP32and SLIP1O (Blokchain) Systems
e XMSS (Quantum-secure algorithm) Cust:
e National random number generator Slljp;?(;Pter o hsmdestek@tubitak.gov.tr

BILGEM T: +90 262 648 1000 * F: +90 262 648 1100 * E: bilgem@tubitak.gov.tr

ULUSAL ELEKTRONIK VE KRIPTOLOJi . . e
ARASTIRMA ENSTITUSU W: bilgem.tubitak.gov.tr « A: PK.: 74, 41470, Gebze, Kocaeli TURKIYE




